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Overarching: Privacy by design and default
Privacy by design is defined as an approach to embed
privacy protection into the design specifications
of technologies, business practices and physical
infrastructures – this means building privacy into the
design specs and architecture of systems and processes,
both existing and new. GDPR requires all organisations to
implement a wide range of technical and organisational
measures to demonstrate they have considered and
integrated data protection.
How does Standard Life integrate Data Protection?
(An overview of the organisational measures in place
to protect personal data.)
Standard Life’s Protection of Information and Resilience
Policy covers information security, physical security and
business continuity; it also includes data protection and
records management. This policy, in combination with other
sub policies of the Group Operational Risk Framework,
provides a clear structure for an effective internal control
system to manage risks to the confidentiality, integrity and
availability of information. The policy covers information
held, processed and transmitted in electronic form.
We adopt a ‘defence-in-depth’ approach to cyber security
where we utilise layers of controls across a breadth of
security domains, in order to protect both our external
perimeter and our internal customer assets from harm. We
carry out regular security penetration testing to identify any
vulnerability in our systems that could be used against us.
Access to data through our secure websites is protected by
strong authentication mechanisms, and data is encrypted
whilst in transit over the internet to your browser (using
the industry standard SSL security protocol). In addition,
our websites have authorised Extended Validation SSL
Certificates in place, meaning users can be confident that
they are accessing a trusted site (users will see a green
address bar if a website is secured with an EV SSL Certificate).
Can you provide an overview of your governance structure
for compliance with the Data Protection Act 1998, and
provide details of how this will change post 25 May 2018?
We have a Data Governance and Privacy team responsible
for ensuring all Standard Life Aberdeen companies
(including Standard Life International dac and Standard
Life Assurance Limited (Ireland) can evidence compliance
with its data protection obligations. The Head of this team
reports directly to the Chief Information Security Officer
who in turn reports to the Chief Operations Officer for
Standard Life group. The COO is a member of our Executive
Committee with reporting line to the CEO. In Ireland, a
Business Information Security Manager is supported by the
ROI Risk Team in reporting on-going policy compliance to
the Data Governance and Privacy Team.

Regular governance meetings are held at the various
reporting lines to ensure continued oversight of our data
management practices and controls.
We will be reviewing our governance structure as we
prepare for GDPR and we will continue to retain senior
accountability and oversight of our business processes and
operational compliance with our data privacy obligations
to ensure the ongoing security and privacy of your clients’
personal information.

General Overview
What personal data or sensitive data does Standard Life
process or hold, and what categories of data subjects does
this relate to?
Personal Data
We will need to collect personal data about you, your clients
and any person associated with or employed by you (the
“data subject”) when you complete the registration form to
set up an adviser account with us and thereafter throughout
the course of our business relationship with you.
We will only collect and use information which is personal
to you, your clients where it is necessary, fair and lawful
to do so.
Special Categories (Sensitive Data under DPA 1998)
We may collect special categories of data (as defined by the
GDPR) about your clients, including information relating to a
client’s physical or mental health.
We will normally require your clients’ explicit consent
for this, and you should not provide us with any special
categories data unless you have obtained your clients’
explicit consent, or we require it to provide the agreed
service or to fulfil our legal obligations.
What is the purpose of the processing of the personal data
that Standard Life does?
We will collect and use you & your clients information
only where:
• your clients have given us their permission [consent]
to send them information about products and services
offered by Standard Life Assurance Limited (Ireland),
Standard Life International dac and/or selected third
parties we have chosen to work with which we believe
may be of interest and benefit to them.
• it’s necessary to provide the product or service you have
requested on behalf of your client e.g. if you wish to
invest in one of our pension or savings products, we will
require some personal information including their name,
address, date of birth, bank account details.
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• it’s necessary for us to meet our legal or regulatory
obligations e.g. to send your clients Annual Statements,
tell them about changes to Terms and Conditions or for
the detection and prevention of fraud.
• i t’s in the legitimate interests of Standard Life e.g. to
deliver appropriate information and guidance so your
clients are aware of the options that will help them get
the best outcome from their product or investment;
where we need to process your clients’ information to
better understand them and their needs so we can send
them more relevant communications about the products
they have with us and to develop new products and
services; where we use artificial intelligence or computer
algorithms to improve the products and services offered
to you and your clients.
• it’s in the legitimate interests of a third party e.g. sharing
information with discretionary fund managers who have
been contracted by you.
Does Standard Life use any sub-contractors,
including any mailing houses?
Yes we will work with third parties where it’s necessary to
provide the agreed products or services to you and your
clients; to support all entities legitimate interests; and/or
where it’s necessary to fulfil your or our legal obligations.
As such, personal data may be shared with the following:
• Other companies within Standard Life Aberdeen plc who
support us in the provision of the product or service;
• Companies we have chosen to support us in the delivery
of the products and services we offer. For example,
research, consultancy or technology companies who help
us improve our offer;
• Companies who can help us in our contact with you and
your members, for example an internet service provider;
• Our regulators and Supervisory Authority; the Central
Bank of Ireland and the Data Protection Commissioner;
• Law enforcement agencies who support us in the
prevention and detection of crime; and
• Revenue Commissioners; in order to comply with
regulatory requirements.
Whenever we share your client’s personal information,
we will do so in line with our obligations to keep your
information safe and secure.

Processing of sensitive personal data
(special categories of personal data)
and personal data relating to criminal
convictions and offences
GDPR maintains the requirement for explicit consent to
process sensitive data (subject to some exemptions).
GDPR prohibits the processing of personal data relating
to criminal convictions unless there is local law to permit
such processing.
Who can access sensitive personal data?
Security of all data is of paramount importance to us and
we have robust controls in place to ensure this happens.
Access to sensitive personal data is restricted only to those
who have a lawful reason to process it.
Does Standard Life process any information on criminal
convictions or offences?
No, we do not process any information on your client’s
‘criminal convictions or offences. We may process personal
data where necessary for the prevention or detection of
financial crime.

Consent
Does Standard Life obtain consent from clients in order
to process personal data?
Where consent is relied upon as the legal basis for
processing, this will be captured, stored and used in
line with the GDPR standards. Individuals will be able to
withdraw their consent at any time.
Where the individual has given us consent to send them
information about products or services offered by Standard
Life Assurance Limited (Ireland), Standard Life International
dac and/or selected third parties we have chosen to work with.

Right of the data subject to be informed privacy notice
Organisations must provide privacy notices to the data
subject so that the data subject is aware of how their
information will be used, and to ensure transparency
of processing.
How will Standard Life provide Privacy Notices to clients?
When collecting personal information from your clients,
we will present a Privacy notice or ‘Fair Processing Notice’
at that time e.g. when completing an application form for a
product with us, using our mobile App or online dashboard.
Our Privacy Policy will be updated whenever we make
changes to and if these are important changes such as
where data is being processed, we will contact individuals
to let them know. You can find a copy of the Privacy Notice
online: www.standardlife.ie/privacy
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Data subject access requests

Right to rectification

GDPR grants data subjects’ further rights to access their
personal information. Organisations are required to
provide this information, where feasible, in an electronic
format where the request is made electronically. From 25
May 2018 firms will no longer be able to charge for the
provision of a Subject Access Request and must respond
within 1 month.

Does Standard Life have a process for rectifying
incorrect information?

Does Standard Life have operating procedures, guidance
notes and templates to complete/provide information to
meet the Subject Access Request requirements?
Yes, Standard Life has established processes in place to
respond to Data Subject Access Requests. We are reviewing
and (where necessary) enhancing these processes to
comply with the GDPR.

Yes. Standard Life has established processes in place to
respond to requests to correct inaccurate or incomplete
information on individuals. We are reviewing and (where
necessary) enhancing these processes to comply with the
GDPR.
Does Standard Life inform the data subject of the outcome
of a request for rectifying incorrect information?
Where Standard Life receives a request to correct inaccurate
or incomplete personal information for your clients we will
respond directly to the requestor in relation to the personal
information we process.

Will Standard Life respond directly to the data subject?

Right to erasure/Right to be forgotten

Where Standard Life receives a request to provide a copy
of the personal information for your client(s), we will
respond directly to the requestor in relation to the personal
information we process as the Data Controller.

The right to erasure is also known as ‘the right to be
forgotten’. Data subjects have the right to request
the deletion or removal of personal data in certain
circumstances. It is not an absolute ‘right to be forgotten’.

Right to data portability

Does Standard Life have a process in place for handling
any requests to erase data?

GDPR introduces a new right of Data Portability in certain
circumstances. This right gives the Data Subject the ability
to request, obtain and re-use the personal data the data
subject has provided to a business, in a structured and
commonly used machine-readable format or ask for such
information to be transferred to another data controller.
Will the right to data portability apply for the work Standard
Life completes or the services Standard Life provides?
Yes. Data portability will apply to the information provided
to Standard Life in relation to your client and to a limited
set of the personal information we process on your client as
defined by the regulation.
Data portability relies on a structured, commonly used and
machine readable format to facilitate the transmission of
the data from one controller to another. As such, when a
standard format is agreed within our industry, we will seek
to implement this. Currently, of course, we can facilitate the
transmission of pension schemes to/from Standard Life to
another provider at your or your clients’ request.

Yes, Standard Life has a process for Erasure/Right to
be forgotten. We are reviewing and (where necessary)
enhancing these processes to comply with the GDPR.
Standard Life may not fulfil a request for erasure/right to be
forgotten where we are bound by regulations or other laws
to retain this personal data.
Would Standard Life inform the data subject of the outcome
of the request to erase data?
Where Standard Life receives a request to erase personal
information for your client, we will respond directly to
the requestor in relation to the personal information we
process.
Standard Life may not fulfil a request for erasure/right to
be forgotten on your behalf, where we/you are bound by
regulations or other laws to retain this personal data.

Right to Restriction of Processing
Does Standard Life have a process for handling
any requests for restriction of processing?
Yes, we have a process for handling requests to restrict
processing of personal information. We are reviewing and
(where appropriate) enhancing these processes to comply
with the GDPR.
Does Standard Life inform the data subject of the outcome
of the restriction request?
Where Standard Life receives a request to restrict the
processing of the personal information for your clients we will
respond directly to the requestor or to you, as appropriate, in
relation to the personal information we process.
Standard Life may not fulfil a request for restriction of
processing on your behalf where we/you are bound by
regulations or other laws to continue processing this
personal data.
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Right to object to Processing

Automated decision making and profiling

Data subjects have the right to object to processing where
the processing is based on legitimate interests (including
profiling); for direct marketing (including profiling); where
decisions are made by automated decision making; and
processing for purposes of scientific/historical research
and statistics.

The GDPR defines profiling as any form of automated
processing intended to evaluate certain personal aspects
of an individual, in particular to analyse or predict their
performance at work; economic situation; health; personal
preferences; reliability; behaviour; location; or movements.
Data subjects have the right not to be subject to a decision
based solely on automated processing where it produces a
legal effect or significantly affects the data subject.

Does Standard Life carry out any direct marketing to
your employees clients?
Standard Life undertakes a variety of engagements with it’s
existing customers including your clients 2 headings:
• Basics - The lawful basis is legal obligation e.g. annual
statements.
• Marketing - The lawful basis is that consent is required
i.e. communications about other products and services
that Standard Life has to offer and third parties.
We will not undertake direct marketing activities using your
client’s personal information unless we have their consent
to do so.
Does Standard Life carry out any processing of individuals’
data for the purposes of research and surveys?
Yes, we may undertake surveys or carry out client
research in order to improve the products and services we
offer under our legitimate interest as a data controller.

Notification obligation for rectification or
erasure of personal data, or restriction of
processing
How does Standard Life comply with the requirement to
notify the recipients of the personal data in the event of
any rectification or erasure of personal data or restriction
of processing?
We will contact any third parties/recipients of your clients’
personal data to notify of any requests to rectify/erase/
restrict processing.

Does Standard Life complete any profiling?
We use automated processing where it is in our legitimate
interests, focused on understanding your clients better,
helping us communicate with you and them, and to assist
us in improving our products and services offered to your
clients:
• Tailoring products and services e.g. placing your clients
in groups with similar customers to make decisions
about the products and services we may offer you to help
meet your needs.
• When designing and enhancing our online services
to help meet your clients’ requirements for ongoing
guidance and support.
For any profiling, is the data at an individual level or is it
anonymised/pseudonymised? Please specify
Where directed by you, we will collect and use your clients’
information to help us to determine how we engage with
them in a relevant and timely way to support their product/
investment outcome. We minimise the amount of personal
data used for such profiling purposes.

Data protection impact assessments
GDPR requires organisations to consider privacy risks and
data protection obligations as part of the implementation
of any organisational, technical or systematic change.
Data Protection Impact Assessments (DPIAs) (also known
as Privacy Impact Assessments or PIAs) are a tool which
can help organisations identify the most effective way to
comply with their data protection obligations and meet
individuals’ expectations of privacy. An effective DPIA will
allow organisations to identify risks and fix issues at an
early stage.
Have Standard Life implemented a Data Protection Impact
Assessment/Privacy Impact Assessment (DPIA/PIA)
Process?
Standard Life have existing processes where we assess
the potential impact of processing on an individual’s
privacy - we have an established DPIA process with
standard templates in place for use across the business and
operational/IT & Change areas - we are currently reviewing
our existing processes and will strengthen these further
(where appropriate) in our preparation for GDPR.
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Does Standard Life have and maintain DPIA guidelines
and templates?

Data Protection Officer

Standard Life have existing processes where we assess
the potential impact of processing on an individual’s
privacy - we have an established DPIA process with
standard templates in place for use across the business and
operational/IT & Change areas - we are currently reviewing
our existing processes and will strengthen these further
(where appropriate) in our preparation for GDPR.
In what circumstances are DPIAs completed?
Please provide examples of DPIAs completed?
Standard Life carry out DPIAs to assess the potential
Privacy Impact to individuals when acting in our capacity
as a Data Controller or Data Processor. For example, where
we are renewing an existing or appointing a new third-party
supplier, introducing new technology/ solutions /processes
which involve the processing of personal data.
Does Standard Life have a process in place to assess
and evaluate the severity of privacy risks?
Yes, our data privacy impact assessments in addition to
our Risk Management Policies and processes are used to
understand potential risks associated with processing
personal data and actions agreed to minimise any
potential harm.
Does Standard Life engage with any external stakeholders
(e.g., individuals, business partners, supervisory
authorities) as part of the DPIA process?
If risk based, please explain in what circumstances
engagement takes place?
When conducting our Data Privacy Impact Assessments we
would engage with relevant parties to assist in assessing
any risks arising from the proposed processing activity
to ensure appropriate processes and controls are in place
to protect data and minimise harm to individuals as a result
of processing.
For example, when this involves a third party, we will
complete a DPIA, along with undertaking formal assurance
over the third party’s information security controls.
How are decisions made to accept any privacy risks or
appropriate risk mitigations, and how is this evidenced?
Standard Life’s DPIAs are firstly considered by our local
ROI Risk Team and are then assessed by our Data Privacy
team (within our Chief Information Security Office - CISO).
Actions are agreed with the business areas to minimise
any potential risk to the privacy of those individuals whose
information is being processed. Data privacy risks and
actions are documented and reviewed as part of our overall
Risk Management policies and processes with decisions
made at appropriate Risk Management meetings with senior
executive.

The GDPR requires that firms processing large amounts
of personal data have a Data Protection Officer (DPO) in
certain circumstances.
Does Standard Life have a DPO in place and does that
person meet the requirements of the DPO under the GDPR?
If so, please provide their contact details.
Standard Life group have a Chief Information Security Office
(dpoffice@standardlife.com), who are accountable for data
protection, security and liaison with the relevant regulators.
For customers in Ireland, data protection queries can be
sent to DPOffice@standardlife.ie

Record of processing activities and new
principle of accountability
GDPR requires organisations in certain circumstances
(either when they have more than 250 employees/
members/clients or the processing could result in a
high risk to the rights and freedoms of individuals, or
processing involves sensitive data or data relating to
criminal convictions and offences); to maintain a record
of all their processing activities, with certain prescribed
information to include who has access to personal data,
what information this includes, and where that information
is stored.
Where does Standard Life store records and information?
The majority of your clients’ information is processed in the
UK and European Economic Area (EEA).
However, some of your client’s information may be
processed by us or the third parties we work with outside of
the EEA, including countries such as the United States.
Where your clients’ information is being processed outside
of the EEA, we take additional steps to ensure that their
information is protected to at least an equivalent level
as would be applied by UK/EEA data privacy laws e.g.
we will put in place legal agreements with our third party
suppliers and do regular checks to ensure they meet these
obligations.
For how long are records retained?
We will keep your clients’ personal information only where it
is necessary to provide them with our products or services
whilst they are a customer.
We may also keep their information after this period
but only where required to meet our legal or regulatory
obligations. The length of time we keep their information
for this purposes will vary depending on the obligations we
need to meet.
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Does Standard Life archive/ put out of use or destroy
personal information?
We have policies in place which govern the retention and
deletion of personal data. We take our regulatory and
legislative obligations very seriously. We only retain the
personal data for as long as necessary and ensure that it is
disposed of securely at the appropriate time.
Where there is no longer a lawful basis to process personal
information, our principle would be to securely destroy
this at the end of the agreed retention period. If this is
prohibited due, for example, to the technical limitations of
a legacy system we would seek to apply other measures
to safeguard the information and restrict any further
processing (including archiving, obfuscation).
We ensure that all carefully selected suppliers follow the
same protocols.

• Internal and external audit and specialist third party
consultants conduct regular, independent assurance and
benchmarking exercises across our business to ascertain
the effectiveness of our security control environment,
our security strategy and programme and our governance
processes.
• We have dedicated Cyber Intelligence, Cyber Response
and Financial Crime teams in place to effectively deal
with emerging cyber threats and criminal campaigns. Our
response plans are tested regularly.
Given the above, we believe that our security framework
fully adheres to industry good practice, and provides a
control environment that effectively manages risks to the
confidentiality, integrity and availability of our information
assets (and related systems).
How do Standard Life evidence that externally facing
services have been Penetration Tested in accordance
with the relevant company standard?

Security of processing
What security measures and controls do Standard Life have
in place? How do Standard Life identify and mitigate cyber
vulnerabilities?
The security of your clients’ information is always of
paramount importance to us and we will always act in
you and your clients’ best interests, making robust risk
decisions that protect them. Like all financial services
companies, we operate in a challenging, constantly evolving
cyber-crime environment. We have a strong commitment to
our security and IT capabilities, including long-term security
programmes, partnerships with third party specialists
and a dedicated internal IT function. These are designed
to protect our customer and corporate assets/information
from misuse, the effects of crime and the impact of a
significant disruption to our operations.
Our security policy set is aligned with ISO27001 standards.
We outline below some of our key security controls and
practices:
• As a key area of risk for Standard Life Aberdeen, cyber
security receives significant ongoing focus from our
Board and senior management. This is reflected in the
significant ongoing investment we make to continually
enhance our cyber-related resources and capabilities.
• Our cyber security policy and standards are aligned
with industry good practice standards and the UK
Government’s ‘Cyber Essentials’ scheme.
• We fully recognise the increasing and constantly evolving
external cyber threat environment and we strive to be
responsive to, and stay ahead of, these threats and
challenges through our regularly updated security
strategy and programme which is designed to address
specific risks quickly and to continue evolving our
sustainable cyber security capability.
• We adopt a defence-in-depth approach to cyber security
whereby we utilise layers of controls across a breadth of
security domains, in order to protect both our perimeter
and our internal assets from harm. We carry out regular
vulnerability scanning and penetration testing to identify
any vulnerabilities in our systems and network that could
be used against us. All findings are measured on a Red,
Amber, Green status and are actioned accordingly to
close any vulnerability.

Penetration testing is conducted in line with our change
process. All significant change requires a compliant
Penetration Test before release. In the event of no
significant change, Penetration Tests will be conducted at
least annually.
How do you control access?
We outline below some of our key access controls and
practices:
• We have identity and access management systems and
controls in place to manage the provisioning of user roles
and accounts (with the default of least privileged access
required to carry out a role).
• We monitor privileged user access to sensitive resources,
data and functions, to ensure that privileged users are
staying within the bounds of their responsibilities. Our
Cyber Response team monitor these events, record the
reasons behind the access and follow up as required.
• Where users change roles, access is reviewed in line with
our joiners, movers and leavers process. When access is
no longer required (through role change or departure),
access is promptly revoked.
• All users are uniquely authenticated before being
granted access to our systems/applications.
• User access rights of our employees are recertified at
least annually. Business managers must complete a user
recertification process every 12 months for employees
within their area of responsibility to ensure access is
appropriate. Privileged user accounts must be recertified
at least every six months.
• Segregation of duties is built into key processes. This is
required both in business and IT processes to prevent
toxic combinations of access.
• Remote access to our systems is provided to our
employees where there is an approved business need.
Access is controlled via two-factor authentication and
then user name and password. Remote access is logged
and monitored.
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• Customer access to their data through our secure
websites is protected by strong authentication
mechanisms, and data is encrypted whilst in transit
over the internet to their browsers (using the industry
standard SSL/TLS security protocol). In addition, our
websites have authorised Extended Validation SSL
Certificates in place, meaning users can be confident
that they are accessing a trusted site (users will see
a green address bar if a website is secured with an
EV SSL Certificate).

Personal data breaches and notification
GDPR will introduce a new requirement for organisations to
report data breaches to the Data Protection Commissioner
within 72 hours, unless the personal data breach is
unlikely to result in a risk to the rights and freedoms of
the data subject. Organisations must also notify the data
subject of the data breach if there is a high risk to the data
subject. Processors must notify controllers without undue
delay of any data breaches.

How would Standard Life evidence the currency, renewal
date and any issues relating to the maintenance of external
certifications such as:
a. ISO 27001, SOC Type 1 & 2, ISAE 3402
b. ICO Registration
c. ISO 2230
Standard Life regularly reviews the currency of its control
environment. We maintain active membership of the
Information Security Forum (ISF) and use their Standard
of Good Practice as a reference point. Additionally, there
are a number of external references used during the
development of our policies and standards, including NIST,
OWASP, Cyber Essentials, Gartner, COBIT, Cloud Security
Alliance (CSA), PCI DSS.
We believe that our security framework fully adheres to
industry good practice, and provides a control environment
that effectively manages risks to the confidentiality,
integrity and availability of our information assets (and
related systems).
Our security policy set is aligned with ISO27001 standards
and our IT hosting partner is ISO27001 certified. Our ITIL
processes, including Software Asset & Configuration
Management, are ITIL 20000 accredited.
Standard Life is currently registered with the ICO in line
with the DPA requirements. We will be maintaining a
Record of Processing in line with the requirements set out
in Article 30 of the GDPR and these will be available to the
ICO on request.
Our business continuity policy/standards are ISO22301
accredited.
Do Standard Life have a Business Continuity Policy?
Yes. Standard Life have a Business Continuity Policy in
place and a robust Business Continuity Plan.

What is Standard Life’s internal process for breach
reporting, and how does Standard Life intend to comply
with the GDPR?
Any data protection breaches are managed locally in line
with our agreed processes and regular reporting to the
Chief Information Security Office (CISO). If a material
breach, this would be escalated immediately to the CISO for
awareness and actions agreed, as appropriate, including
any notification to you and the regulator(s) as required.
Does Standard Life have a process in place to notify
data subjects/the ICO of data breaches, and in what
circumstances would you notify data subjects/the ICO?
As part of our GDPR Programme, we are reviewing existing
breach notification procedures to ensure they are compliant
with the new regulation. This will include criteria for
assessing likelihood of harm to individuals and notification
to the regulator/individuals/you.

Data transfers
Transfers of personal data outside of the EU can only
be made in certain circumstances, usually by way of
appropriate safeguards set out in the GDPR or based on a
decision by the Commission.
Do Standard Life transfer data outside the EU?
The majority of your clients’ information is processed in the
UK and European Economic Area (EEA).
However, some of your clients’ information may be
processed by us or the third parties we work with outside of
the EEA, including countries such as the United States.
Where your clients’ information is being processed outside
of the EEA, we take additional steps to ensure that their
information is protected to at least an equivalent level
as would be applied by UK/EEA data privacy laws e.g.
we will put in place legal agreements with our third party
suppliers and do regular checks to ensure they meet these
obligations.
Is data encrypted/anonymised when being transferred??
We believe that our security standards fully adhere to
industry good practice, and provides a control environment
that effectively manages risks to the confidentiality,
integrity and availability of our information assets (and
related systems).
The pseudonymisation and encryption of personal data
All data in transit is protected by TLS encryption which
uses the strongest cipher settings available for the source
browser.
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Staff communications and training
Privacy by Design requires the organisations to embed
GDPR into their systems, processes and controls and in
the event of any changes. Staff will need to be trained and
aware of requirements of the GDPR, and how this impacts
on their work.
What data protection and information security training
do Standard Life staff receive on their data protection
obligations in respect of data handling and processing?
A Data Protection eLearning module is mandatory for all
staff on an annual basis. All staff are informed in their
Terms of Employment and annual training is provided.
Local education sessions are held and we issue regular
communications to staff via our intranet to ensure staff are
kept abreast of developments in security processes and
potential external threats.
What staff communications, awareness activity or training
has Standard Life completed/planned to raise awareness of
EU GDPR and information security in the business, and how
will this be delivered, and by when?
Standard Life has carried out management briefing sessions
on our GDPR programme. We are carrying out a series of
awareness sessions for all staff and ‘specialist’ training will
be provided to individuals working in those areas handling
large volumes of personal data . This training will be done
prior to the implementation of GDPR on 25 May 2018 and
forms part of our overall ‘business readiness’ approach to
the new regulation.
What ongoing training and awareness does Standard Life
plan to deliver on a regular basis to embed GDPR?
Our eLearning Data Privacy module [updated to reflect
GDPR] will continue to be completed on an annual basis
as part of our Mandatory training programme for all staff.
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